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MANAGE YOUR MOBI DEVICES THROUGH TELEGRAM

What is a chat bot?
Technology is a restless beast. Now tech companies are tripping over themselves rushing to develop
bots and artificial intelligence. Now what is that?
Basically, it's a software application that runs automated tasks over the Internet, with the ability to live
inside a messaging platform, a chance to develop instant connection to key audiences and provide
services like never before.
So... why not to manage our general purpose remote control devices through a chat?
Forget costly SMS: receive alerts and send commands from any platform with Telegram, a free, cloud-
based mobile and desktop messaging app with a focus on security and speed.

How to Get Started
You must enable your device for data connection, specifying the APN.
Using Mobi.Suite configure the APN and optional username and password...

| my.apn.net |

| myname |

| mypassword |

... or send the APN command as described here;

http://www.contrive.mobi/mobicontrol/en/Configuration1.htm!

Go to https://telegram.org and download the app for your device and complete the registration.

Now search for MobiControlBot or within your web browser typing
inside the Telegram app https://telegram.me/mobicontrolbot
_
Mobicontrolboti Mobi
Global search results MObIBOt
- MobiBot @mobicontrolbot
Mobi @MobiControlBot ContriveWireless
lot / M2M devices
http://www.contrive.mobi
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Click the start button to subscribe the service provided by MobiBot.

MobiBot
Mobicontrolbot X | Q
bot

Global search results

& MobiBot
@MobiControlBot

Share Phone Number?

CAMNCEL SHARE

What can this bot do?

Remote conrtol and supervision for Mobi family devices

START ‘b

Since you are disclosing personal information, you must confirm your will to share the phone number.

— MobiBot
=  Mobicontrolbot X | Q,
bot

Global search results

MobiBot

@MobiControlBot

[F VNV W W WV N W W
Service enabled.
/stop to unsubscribe .05

You are now an active user of MobiBot. At any time you can unsubscribe from service sending /stop

— MobiBot .
=  Mobicontrolbot X . oniEe Q
ot

Global search results

MobiBot What can this bot do?

@MobiControlBot Remote conrtol and supervision for Mobi family devices

AV AV AV A A A AV e e eV Ve ava e A A A A
/5P 4935

Service terminated
Your phone number has been removed . .--

| @ |'\""'I'i:E-3 Message.. m @ >’
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Bot commands and help

Type a backslash to send a command to MobiBot.

Available commands are listed once you enter a backslash.

Type /help for a short description of this service.

Mobi /start Subscribe

mobi  /help Briefinstruction

=2

=2

English used by default if your language is not available.

Status of service is reported typing Zuser.

Once registered, you will receive messages sent by
the device to your phone number,

If your phone number is stored within the device
phonebook, type the Webld to display a control
keypad.

If you know the password you can send up to 5
commands to the device by specifying WeblID and
password:

WebID password command command ...

You can type WeblD with or without leading
backslash.

After 5illegal commands you will be blocked..

fuser 0:23 2

Sorry your language is not availale, let's use English
instead

You sent illegal commands.
Remaining commands before account block: 3

>
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Receive standard alerts from device
Once you started the service, you can receive alerts sent by your devices.
Using Mobi.Suite or the Web interface configure the recipient's email, but instead of entering the email
address, put the recipient’'s phone number (international format without + or 00) with leading

Ic

uw_n

exclamation point + lowercase “c

Mobi.Suite MoMame.cmc*

T}
.

RO01 | Leon Kowalski

@la]Y

ROOZ2

ROO3

ROC4

ROOS

ROOG

ROO7

ROOB

ROO29

RO10

RO11

RO12

RO13

RO14

RO15

RO16

RO17

RO18

q RECIPIENTS

REEOACELQE

E'-_-'El'-lT|P0wer Supply Failure V|

caLL | | &

ALTERNATE CALL | | &
sms | | &

EXTENDED 5MS | | #
el [ 144556688 |

TE.‘<:T| Power supply failure | L]

NAME | Leon Kowalski |

Enter the NAME for the recipient that will receive one or more alerts issued
when th ted EVENT occurs:

- CALL, plays a voice messaage if the recipient answers the call

- ALTERNATE CALL, used when the the primary call fails

- 5M5, including the specific TEXT.

- EXTENDED 5MS, including the specific TEXT and de
- EMAIL, including specific TEXT in Subject line and d
email

- TEXT to be used within alerts

Set POLICIES POO3 if yvou want to enable recipients an daily basis
Check if you want to include this text within the report issued on NOW
request

Enable [/ disable recipient(s) using ALERT NOALERT command

= in body

Mobi.Control

When the event occurs, you will receive a message like this:

You're an active user ..

Main office
Power supply failure

D aneeamessas D o »

The first bold line is the name you assigned to device.
The second line is the text you specified.
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Receive extended alerts from device
If you want more information from your device, set the email field with the recipient’s phone number
(international format without + or 00) with leading
1C exclamation point + uppercase “C"

Mobi.Suite MoMame.crmc™

EE0 EREROR0ERE
Elaly

ROO1 : Leon Kowalski NAME | Leon Kowalski |

ROO2 EVENT | Power Supply Failure "|
ROO3
caLL | | £
ROO4 5
. O A A S
e ALTERNATE CALL | | #
ROO6 sms | | &
o EXTENDED SMS | | £
ROOE
EalL | 1C44556688 |
RO0O9
RO10 TE.‘{T| Power supply failure | |
RO11 Enter the NAME for the recipient that will receive one or more alerts issued
RO12 when th ted EVENT occurs:
- CALL, plays a voice message if the recipient answers the call
RO13 - ALTERNATE CALL, used when the the primary call fails
- 8M3, including the specific TEXT.
RO14 - EXTENDED SMS, including the specific TEXT and device status
- EMAIL, including specific TEXT in Subject line and device status in body
RO15 email
RO16 - TE.‘fZT to be used -.*.!t_l*ir alerts o } }
Set POLICIES P003 if you want to enable recipients on daily basis
RO17 Check if you want to include this text within the report issued on NOW
request
RO18 b Enable [ disable recipient(s) using ALERT NOALERT command
q RECIPIENTS Mabi.Control

When the event occurs, you will receive a message like this:

You're an active user

Main office gxle
Power supply failure

@ Write a message... @ }

The first line includes the name you assigned to device, followed by its Webld.
Below the alert message there is an additional button “GEQ", click to open in your browser a page with
map and geographic information about the location of your device.
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Emoticons within alert messages
There are 2 basic emoji you can add above your message.
Put an exclamation point at the beginning of your TEXT to show a warning sing:
IPower supply failure

Main office
1

Power supply failure

Put a percent character at the beginning of your TEXT to show a green check:
%Power supply OK

Main office

Power supply OK

If you wish to add a different emoji taken from a huge list, read the document:
MobiBotEmoticons EN.pdf
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Control keyboard users group 1
If your phone number is stored within the SIM phonebook (user group 1), type the Webld (with or
without the leading backslash) to display a complete control keypad.

fF:"Gth 08:33 &

el

COMTROL KEYBOARD
Mobil@ax

GATE B

STATUS

BOX ON GATE ON

BOX OFF GATE OFF

Above the keypad you can see the name of the associated unit.

The button caption is the name assigned to output channel.

This is a persistent keypad, it remains within your chat (unless you clear it) and you can use it to
control the device at any time.

Of course you can ask to display it whenever you want by sending the Webld.,

BUTTON FUNCTION

CLIP1 Simulate an incoming voice call from your phone number
default action: pulse on output 1 — in the example above: BOX

CLIP2 Simulate an incoming data call from your phone number
default action: pulse on output 2 — in the example above: GATE

STATUS Return the status for all active channels of your device
Taken from the cloud, time elapsed since last update from device is reported

ON1 Turn on output 1— in the example above: BOX

ON2 Turn on output 2 — in the example above: GATE
OFF1 Turn off output 1 — in the example above: BOX
OFF2 Turn off output 2 — in the example above: GATE

LOG Return the log (history)
Taken from webserver

GEO Display the location of device: nearest address and map

All commands are queued, waiting to be fetched by device.
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Control keyboard users group 2
If your phone number is stored within the device phonebook (user group 2), type the Webld (with or
without the leading backslash) to deploy the action configured in TWITTER field.

Mobi.Suite MoMame.cmc

E
uoo1 NAME | Harry Briant |
uoo2 SHONE | +44886644 |
UJoon3
EMALL | |
Joo4
s TWITTER | 6 |
Uoos START [ INTERACTIVE SMS |NONE ~|
uoor EXPIRY I:‘ INTERACTIVE SM5 (INONE a
Joos 0
TICKET | INTERACTIVE SMS a

L00S 000 NONE

Enter the NAME for the user enabled to operate the unit by free calls and
Lo10 shortcut commands
uoli PHOME number recognized for calls and commands re ed within SMS

- Er1 IL addres ognized for commands rec Subject line
uoiz - TWITTER ider - recognized for commands within a tweet

] optio |‘a| activation date/time
uo13 XPIRY, optional termination date/time (use -..iII be deleted)
Uoid - TIC’ET optional allowed number of operations (user is kept in memory)

An interactive SM5 could be issued when this user becomes active, is
Jols removed or a ticket is consumed

Set POLICIES POOZ if you wan t to enable users group on daily basis
uUo1e Enable/disable group 2 usin g STARTZ/STOPZ commands
uo17v
uois v
q GROUP 2 USERS Mabi.Control

A complete control keyboard (the same shown to users group 1) is shown setting this parameter to 6

f'!’:?Gth 0834 &

B

22 Mohi100x

The keypad above, with CLIPT and CLIP2 is shown setting this parameter to 5

fr;?Gth 08:34 &

2 Mobi100x

GATE

ca
o
I Ju

The keypad above, with CLIP2 is shown setting this parameter to 4
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/FIGYEN pg3a W

22 Mobi100x 5.~

GATE

The keypad above, with CLIP1 is shown setting this parameter to 3

fF:"Gth 08:35

.....

CONTROL KEYBOARD
Mobileax Ma=35

BOX ON GATE ON
BOX OFF GATE OFF

The keypad above, with ON | OFF buttons is shown setting this parameter to 2

IFIGYEh gone w7

Within 2752 m from E16, 2740 Roa, Norway .. -

GDUQ}E Wap data @iﬂ
Only the location of remote device is shown setting this parameter to 7

The status is returned setting this parameter to 8

Feature disabled for users belonging to group 2, specifying any other value or leaving this filed blank.
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Send commands to device

10

If you are an user and you know the password of your device, you can send commands specifying the
WeblID and password of the remote unit you want to control, followed by commands (up to 5).

In the example below we send to device having Webld F7GYgh the following commands:

stop2 disable users group 2, and

OuUT2=1,000010 turn on output 2, release after 00 hours 00 minutes 10 seconds

/F7GYgh 0000 stop2 out2,1,000010 17

oK
| 2D P>

For the complete reference of available commands, see here:
http://www.contrive.mobi/mobicontrol/en/Commands1.html

Commands are queued, waiting to be fetched by device.
Commands are routed to device in real time if you enabled persistent link, see here:

http://www.contrive.mobi/mobicontrol/en/PersistentLink.html

You can see the list of commands waiting to be fetched by device by typing /queue
/F7GY¥gh 0000 fqueue

Commands waiting to be fetched by device

stop2 outl,l,Bepale

Entering the wrong password commands are rejected, after 8 attempts to access the remote unit
using a bad password, remote web access to device will be locked.
/F7GYgh 1234 &
WROMNG PASSWORD

Commands are stored in the cloud to be delivered once your device will link the Internet.
Even if you can send any command to remote device, you will never receive the answer, just the
confirmation that command has been queued for delivery.

To verify the firmware version running on your remote device type /ver

/F7GYgh 0000 fwer

<
%

§Software Version: Mobi 85.26

»
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Errors and blacklist
To protect your device, MobiBot will block any user after 5 consecutive illegal command or Webld.

TY340p
Unknown device.
Remaining attempts before block: 4

'F7GYgh
You're not allowed to contral this device
You're not a registered user
Remaining commands before account block: 4
Unknown device,
Remaining attempts before block: 1

gnat

You sentillegal commands: your account is blocked
You may write to info@contrive.it to ask for unblock

There is no automatic recover from blacklist, even if you try to unsubscribe and subscribe again to
service. Once blocked the only way is to send an explicit and documented request to info@contrive.it

Your security is very important to us.
All telegram messages are encrypted and no one, even Telegram engineers, can read it.

Communication between the devices and Telegram is implemented by a server protected by
proprietary protocol.

Enjoy it!

CONTRIVE=

CONTRIVE S.r.l. 1-24040 SUISIO (Bergamo) via Enrico Fermi 18

ANY ILLUSTRATIONS, PHOTOGRAPHS, OR EXAMPLES USED IN THIS MANUAL ARE PROVIDED AS EXAMPLES ONLY AND MAY NOT APPLY TO ALL PRODUCTS TO
WHICH THIS MANUAL IS APPLICABLE. THE PRODUCTS AND SPECIFICATIONS DESCRIBED IN THIS MANUAL OR THE CONTENT AND PRESENTATION OF THE
MANUAL MAY BE CHANGED WITHOUT NOTICE TO IMPROVE THE PRODUCT AND/OR THE MANUAL.

PRODUCT NAMES, CORPORATE NAMES, OR TITLES USED WITHIN THIS DOCUMENT MAY BE TRADEMARKS OR REGISTERED TRADEMARKS OF OTHER COMPANIES,
AND ARE MENTIONED ONLY IN AN EXPLANATORY MANNER TO THE READERS’ BENEFIT, AND WITHOUT INTENTION TO INFRINGE.

WHILE EVERY EFFORT HAS BEEN MADE TO MAKE SURE THE INFORMATION IN THIS DOCUMENT IS CORRECT, CONTRIVE CAN NOT BE LIABLE FOR ANY DAMAGES
WHATSOEVER FOR LOSS RELATING TO THIS DOCUMENT.

© COPYRIGHT 2017 CONTRIVE SRL ITALY. ALL RIGHT RESERVED.
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